P801457/WO/1 



10/552744 



1/2 



ECU 



Boot sector 
with 

RIPEMD-160 
and 

Flash boot loader 



Flash 



Buffer 



RAM 



FIG. 1 



Segment 1 






„0 0" 






Segment 2 









„0 0' 




Segment n 



FIG. 2 



P8014 57/-WO/1 



10/552744 



2/2 



No 



< 



Start 




Read flash 



T 



RefiU buffer 
I 



I Calculate CRC total 
*— — t 



Data 
within 
segment? 



Yes 



-No 




No 



End of 
logic block? 





-Yes 


Write CRC total 



CRC 

written 

CRC 

transmitted ' 

j^Yes 



No 



HASH value calculation 
I 



Security class 





\ ccc ? y 






^Yes 




^ Deciphering \- 






-Yes 






Read HASH transmitted 



Calculate 

CRC wntten 



Security class 
C or CCC ? 



> 



Yes 



Calculate hash (CCC) / 
HMAC ( inner hash ) 



ERROR in 
CRC verification 



ion^ 



No, 



HASH written / HMAC mhtea 

HASH transmitted / HMAC transmitted ? 



-Yes 
(Verification ok) 



ERROR in 
signature verification 



ERROR in 
.HASH / HMAC verification 



FIG. 3 



